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TeamMate Mission

TeamMate provides solutions and expertise to auditors
that improves their efficiency and effectiveness
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Agenda

1. Uses and benefits of technology

2. Practical example: IPPF compliance

3. Bringing change to your organisation
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What are you currently using to manage your audit
process?

= A - Mainly Paper based
= B - Word / Excel / MS Access

= C - Use an audit management system
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2015 Internal Audit Capabilities and Needs Survey

N

Surveyed 800 CAEs and IA
Professionals

= Technology enabled auditing is on
the rise G
= Competing priorities driving more |A e e i i .
to increase investment in
technology-enabled auditing

protiviti
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Survey Insights - Audit Process Knowledge

Key Finding: technology skills
are nOW Critical Presenting {public speaking) Dealing with confrontation

Negotiation

Persuasion

" : Negotiation
Developing other board committee g

= Using/mastering new technology relationships
is recognized by CAEs/IA Strategic thinking
professionals as the most
important skill

Persuasion

High-pressure meetings

Presenting (public speaking)

Dealing with confroMsgtion

Strategic thinking
Time management

=  Auditors now realising that by

Developing other board committee

be]ng more eff]C]ent7 they Can e s Developing other board committee AARCHR

mVGSt more time in Stl’ategic bl Using /mastering new technology
endeavors and bring more value e

tO the Organisation Developing outside contacts/ Leadlership fwithin the 1A prarsston)

networkin, )
5 Time management
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Audit Process

Almost 50% of
your time is
spent
documenting,
Report Preparation reviewing and
preparing the
report

Review

28%
Auditing

Documenting Travel & Meetings
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What benefits will Audit Technology bring to the
Audit Process?

Audit Committee &
. . Targeting & Resourcing K Management Issue & Knowledge
Standardisation -,“»""“’““

Consistency | Teamiisk _

B COS50 rolling ® Delwver high quality audit work through = Monftor and follow-up lssues

Eff'iC'ienC'ieS risk based plan consistent executlon of the audit methodology ® Help auditees to take responsibiliy
by process and W Perform the audit and Issue the audit report for Implementation tracking
Knowledge Sharing MoacialNg oo ’ & Produce management, commitee
et A9 m Follow best practice to assess and test controls == and ad hoc reports In less time and
. B |dentfy and m Document results and Issues consistently with confidence
I N teg ra ted Au d 1 t confirm audis m Review work, regardiess of location ® Monitor and improve performance
m Share knowledge for next time

Process
Real time l |

reporting

Maintain skilis and B Manage budpet v. actual time B Communicate best practices

k‘"':“-'f'jae profiles and expenses ® Reuse and evolve the audit approach
B Assipn resources with the most m Monltor overail department B Share knowledge

relevant skllls utilization

B Maximize utilization
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. nnnnnnnnnnononononoooononoooooooooonoo oo ...
Practical example: IPPF compliance

International Professional Practices Framework

The International Professional Practices Framework (IPPF) is the conceptual framework that organizes
authoritative guidance promulgated by The Institute of Internal Auditors. A trustworthy, global, guidance-
setting body, The lIA provides internal audit professionals worldwide with authoritative guidance
organized in the IPPF as mandatory guidance and recommended guidance.

IPPF - brief timeline BE |t Docpanal

 Originally introduced in 1978 as the Standards for the Professional Practice of =iz | Practices Framework (IPPF)*
Internal Auditing.

» Replaced by the new International Standards for the Practice of Internal Auditing
in 2002

» Revised and released in January 2009 as the International Professional Practices
Framework (IPPF)

» Revised and released in January 1, 2013 as the “Red Book”

* New IPPF introduced in July 2015 - New elements introduced and Implementation
Guidance to replace all existing Practice Advisories will be developed through 2016
and will be released on a quarterly basis.
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Addressing IPPF with Technology

1220.A2 - In exercising due professional care internal auditors must consider
the use of technology-based audit and other data analysis techniques.

Must vs Should

Unconditional Conformance is expected
Requirement unless, when applying
professional judgment,
circumstances justify
deviation.
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. nnnnnnnnnnononononoooononoooooooooonoo oo ...
Addressing IPPF with Technology

1. Planning

2. Resource management
3. Audit Execution

4. Communication

5. Issue Monitoring
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1. Planning

2010 - Planning
The chief audit executive must establish a risk-based plan to determine the priorities of the internal
audit activity, consistent with the organization’s goals.

2010.A1 - The internal audit activity’s plan of engagements must be based on a documented risk
assessment, undertaken at least annually. The input of senior management and the board must be
considered in this process.

2120 - Risk Management
The internal audit activity must evaluate the effectiveness and contribute to the improvement of
risk management processes.
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1. Planning

Title Impact Likelihood Inherent Impact Likelihood Residual Entity |nheraent o Residusl o
-
A =T 5,667 . aa43s
< /\, Aflantic Incorporated 5.667 0 aaan
4\ Corporste Division 5.667 4444 P
Pl
£y Finance 6.000 o 4400 Tax 6.667 5.333
£\, Comorste Accounting oo o000 Sales tax 6.667 5.333
" 3 Atlantic Incorpor... - 6.444 5333
A Pocouta Pracerrable 7= = e
Corporate Divisi. 6444 5333
! To accurately and adeguatshy mitiga Finance "
“ % Recsivables are inaccurately pro lelele] [ 1 1 ] [ Nelele] L_lels)] . Human Resourc...
& Receivable balances must be Payroll
MAccounts Payable
& Allowance for doubtful accounts | [ 1 1 ] [elele] [Eme. OO L_lele] 6.000 2= A
a Corporate Accou...
& Revenue might be recognized in [slele] [slele] 6.000 lelele] [ Jele] N Procurement
£y Accounts Payable [ acoo o ap00 | Treasury
Aszets
£ Procurement [ oooo [ oooo B
Application Oper...
2y Treasury [ oooo . o000 | Helpdesk
L Assete o000 oo Network Services | W
. Wb Services [N IR
A\ Informtion Technology © soc0 o aseo :
International
2 Tax 5,667 5323 Ineome tax
% Human Resources 5.333 Professional De_.

Learning and Ed..

Inventory
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FINANCIAL TIMES

A testing time for spreadsheets
P Lisa Pollack
- r e E L

Despite users being dangerously error-prone, training in best

practices is rarely given

t's an awkward tnath that popular psychology books equipped me for affice life better

than two university degrees. Knowledge imparted by Working Witk You is Kifling Me:
Freeing i Emotivan] Traps af Work and Thre f
Art of Mar
insights gleaned from monetary economics have become little more than fond intellectual

15 been applied at times with daily frequency. On the ctber hand,

NEETNOIES.

g the Elephant: Zen and the

Excel not good enough ...

“5.2 per cent of numerical or formulaic
cells contain an error. From this follows
the estimate that 94 per cent of

spreadsheets contain errors.”
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2. Resource Management

2030 - Resource Management
The chief audit executive must ensure that internal audit resources are appropriate, sufficient, and
effectively deployed to achieve the approved plan.

Interpretation:

Appropriate refers to the mix of knowledge, skills, and other competencies needed to perform
the plan. Sufficient refers to the quantity of resources needed to accomplish the plan. Resources
are effectively deployed when they are used in a way that optimizes the achievement of the
approved plan.

Resource Qualifications
Qualification Creeri: A

Include resources with no qualicaions:

February March —|

Project Mame

= Scheduled Projects

El ¢ Accounts Receiva... |Financial [950.00 hj77.50h
% John L. T [so.00h ] [so00h

Marilynn Kesslal Tampa [23]!'.50h

2} Pamela McCoy Tampa [237.50 h

Sarah Myers Tampa [23]'_50 h

Chinese
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2. Resource Management

2230 - Engagement Resource Allocation
Internal auditors must determine appropriate and sufficient resources to achieve engagement
objectives based on an evaluation of the nature and complex1ty of each engagement, time
constraints, and available resources. AT e e A —

Selectthe criteria and qualifications to find the resources that are best suited for this project.

Find Critenia = ==
Qualifications: Add | [ pelete
Team (=] Typ: I
Skills Operational Processes
Grade: =]
o =) |experience 7-10 years
e [=] |credentiais CIA =]
Languages Spanish
StartDate: o/ 9/2015 3~
End Date:  3/20/2015 I
Clear All [ Find |

Allocation % 100 |
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3. Audit Execution

2240 - Engagement Work Program
Internal auditors must develop and document work programs that achieve the engagement
objectives.

2240.A1 - Work programs must include the procedures for identifying, analyzing,
evaluating, and documenting information during the engagement. The work program must be
approved prior to its implementation, and any adjustments approved promptly.

2300 - Performing the Engagement
Internal auditors must identify, analyze, evaluate, and document sufficient information to
achieve the engagement’s objectives.

2340 - Engagement Supervision
Engagements must be properly supervised to ensure objectives are achieved, quality is assured,
and staff is developed.
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3. Audit Execution

2330 - Documenting Information
Internal auditors must document relevant information to support the conclusions and engagement
results.

2330.A1 - The chief audit executive must control access to engagement records. The chief audit
executive must obtain the approval of senior management and/or legal counsel prior to releasing such
records to external parties, as appropriate.

2330.A2 - The chief audit executive must develop retention requirements for engagement records,
regardless of the medium in which each record is stored. These retention requirements must be
consistent with the organization’s guidelines and any pertinent regulatory or other requirements.

2330.C1 - The chief audit executive must develop policies governing the custody and retention of
consulting engagement records, as well as their release to internal and external parties. These
policies must be consistent with the organization’s guidelines and any pertinent regulatory or other
requirements.
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3. Audit Execution

& TeamEWP Explorer: R11 NEW [Ciﬂ-is R\"LEY]* h - -~ — M [

: . -
4 o \ ¢ /S| &
Open  New Feplica Filter  Organize Refresh Tools | Dashboard | Close
|E Recent Projects | = Sample |Replica lu Backups
Find:
Praject Name L@ ] ) Project Code Start Date Time Progress Procedure Progress Status Priority
[T| 2014 Accounts Payable Review 14-CORP-009 01/09/14 | 75% | _ Implementation Tracking L — =
|T| 2014 Continuous Manitoring - Vendor Management 14-CORP-011 06/01/14 | 62% | _ Issued _ ‘
2] ———— 3 o |=
E| 2014 Data Control Analysis 14-CORP-010 13/01/14 148%: _ Implementation Tracking [N
— e e—
|T| 2014 Europe Data Center IT Audit 14-IT-004 05/05/14 _145%- | _ Implementation Tracking Ea —— ‘
ity —— ==
[T| 2014 International Business Development Audit 14-BDEV-007 12/05/14 1283 _ Implementation Tracking b -_
(= ——mee—
|T| 2014 Market Research Analysis Review 14-CORP-012 09/04/14 156%. | _ Implementation Tracking _
it | li— ]
| E| 2014 Network and Infrastructure Audit 14-1T-002 06/01/14 | F45% | _ Implementation Tracking _
|T| 2014 Morth America West Coast Data Center Audit 14-IT-006 02/09/14 | 95% | _ Implementation Tracking —
[T| 2014 Product Management Operations Audit 14-PDEV-003 03/03/14 123%. _ Implementation Tracking _
Lo ————ee— -
m‘ > 1& My Procedures and Work Papers (7) t T;J
g 2| £
£ = & £
B My MNates (1) = o
n . o =
< i
> g | g
b= £ &
(=9
R11 NEW [CHRIS RYLEY]
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3. Audit Execution - Data Analytics

1220.A2 - In exercising due professional care internal auditors must consider the use of technology-
based audit and other data analysis techniques.

2320 - Analysis and Evaluation
Internal auditors must base conclusions and engagement results on appropriate analyses and

evaluations.

TeamMate® Analytics

Data Analysis for Every Audit
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4. Communication

2400 - Communicating Results

Internal auditors must communicate the results of engagements.

2410 - Criteria for Communicating

Communications must include the engagement’s objectives and scope as well as
applicable conclusions, recommendations, and action plans.

2420 - Quality of Communications

Communications must be accurate, objective, clear, concise, constructive, complete,

and timely.

2410.A2 - Internal auditors are encouraged to acknowledge satisfactory performance
in engagement communications.
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4. Communication

2060 - Reporting to Senior Management and the Board

The chief audit executive must report periodically to senior management and the board on the
internal audit activity’s purpose, authority, responsibility, and performance relative to its plan.
Reporting must also include significant risk exposures and control issues, including fraud risks,
governance issues, and other matters needed or requested by senior management and the board.

Audit Plan { Project ||

Audit Plan / Project Milestones View
Expand All

> Audit Plan Views
Audit Plan Monitoring £3 Filter
Added After Approval

> Project Views Drag a column header here to group by that column.

Project Status -
Milestones i ) 7 b
o v
Egggf‘uﬁgs“'mes Lompliance Review - 13 Scheduled Operational North America
| Income Tax Audit - 09-CORP-07 Closed Financial North America Pamela McCoy
| Infarmation Tashnoloqy Compliance 2udil=10: ¢ oy Information Technology North America
CORP-16
| Planning Information Technalogy North America
INTU Web Server Review - 10-CORP-19 Closed Information Technology North America John Leary
IT Security- 15 - CORP - & Scheduled Information Technology North America
Security Audit - 13-CORP-02 Planni Information Technology North America Sarah Myers
- eview - 07-CORP-13 Implementation Tracking Asia Nike Evans

P Information Technology
ew - 07-CORP-13 Closed T

3| Asia John Leary
| -CORP-01 Closed ion Te North America Pamela McCoy
= w - 11-CORP-01 implementation Tracking Information Technology Morth America Mike Evans
Send Audit Notification Letter o 21712011
Planning B 272172011
Complete Planning Memo 1 2114/2011
Opening Mesting c ] 2/21/2011 11
Fieldwork 0 21232011 24232011
Report Draft & 3/25/2011 3/28/2011
Closing Meeting 0 311812011 3/18/2011
Mgmt Responses 0 4172011 4/1/2011
Report Final o 4/8/2011 4/8/2011
Audit Closed 0 411172011 4112011
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5. Issue Monitoring

2500 - Monitoring Progress
The chief audit executive must establish and maintain a system to monitor the disposition of results

communicated to management.

2500.A1 - The chief audit executive must establish a follow-up process to monitor and ensure
that management actions have been effectively implemented or that senior management has
accepted the risk of not taking action.

Recommendation by Recommendation Age
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Addressing IPPF with Technology

IPPF Practice Gulde: Assisting Small Internal AuditActivities In Implementing the
International Standards for the Professional Practice of Internal Auditing

100

1200

1300

2000

2100

Purpose, Authority, and
Responsibility

Independence and Objectivity \ HIGH

Proficiency and Due
Professional Care

Quality Assurance /
Improvement Program

Managing the Intemal Audit
Activity

Nature of Work

)

)

- e -

~

Use a formal process that is
well-organized and documented
Use questionnaires, templates,
guides, manuals

Leverage low- cost training

Audit review should be embedded in
each audit

Obtain feedback from stakeholders
Annually review templates, etc.

Elements of a well-managed function
Risk-based audit plan

Timely and effective communications
Well-established policies and procedures

Use of a risk-based audit approach to ensure
adequate focus on all areas mandated by the
Standards

Risk assessment of relevant areas under review

Use of checklists, work programs and

documentation

Use of prior reports, WP's

War\dsdie&lhgdwghd
sta

TeamMate Insights
Recommended Use of Technology to Address Challenges

Electronic Work Papers (EWP) with embedded audit processes
Knowledge repository for procedures and templates
Web-based training

EWP used to enforce review and signoffs

Survey tool to obtain feedback from stakeholders

Updated and approved templates, procedures, questionnaires, etc. locked
electronically

Use of a risk assessment tool and related audit plan
EWP and knowledge tool for policies and procedures
Electronic reporting and issues tracking

Risk tool tied to audit plan
EWP to enforce audit policies and approach

Risk assessment tool
Knowledge repository
Scheduling tool

EWP to fadlitate accumulation of documentation and audit evidence
EWP to force reviews of coaching notes, signoffs and closure of files
Data mining analysis tool for expanded coverage




. nnnnnnnnnnononononoooononoooooooooonoo oo ...
How do you make it happen?

= Determine what you want to achieve by automating:
= Reduced overall costs (travel, working hours, office space)
= |mprove audit quality
= |mprove audit performance
» |ncrease manageability of the audit function
= |mproved career development and learning
= Better knowledge management
= All of the above?

= Determine what features will meet these requirements

= Be willing to change!! It's not about software ...
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]
Ten rules for making it happen

1. Convey the right “Tone at the Top”

2. Be prepared to change the organisation (... and not just the audit
department...)

3. Make technology use a high priority (and compulsory)
4. Engage senior executives from outside your department

5. Adopt new workflows and practices that support automation ... don't
just roll your manual processes into the software
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. nnnnnnnnnnononononoooononoooooooooonoo oo ...
Ten rules for making it happen (cont)

6. Selectively hire technology-skilled people
7. Train, train, train ... then train some more

8. Take time to implement: Don't necessarily try and do everything
straight away ... You can roll out different initiatives and modules over,
say, a two year period

9. Report on successes and celebrate and reward good practices

10. Always remember: automation is about change management, not
buying software
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. nnnnnnnnnnononononoooononoooooooooonoo oo ...
Technology Maturity Model

Technology Maturity Curve

Drill-down dashboards of
all key audit activity
Quality assessment tool
Continuous controls testing
and monitoring

fitomated sharing of audit
programs and files

Intranet for audit knowledge
Formal technology strategy sharing, training, and access to

Highly skilled data team  t0°IS

Use of technology a core
competency
Standalone automated testing
routines, e.g. fraud

xpanded technical

e Custom data mining / data
training for staff

analytics
Automated work papers Expanded suite of data tools

Data retrieval used on most audits Online training programs available on
Reusable programs and checklists demand

Initial use of CAATS Access to external risk and Risk assessment tools BUIAINEES I dit management system

control databases

Issues availability, tracking updating b
Technology specialist(s) Audit scheduling tool y sup gby

management
Files, etc., in electronic format Initial ad hoc data mining Continuous risk assessment

Initial Adequate Enhanced Optimized
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So, what next?

. Tredat technology as an important, strategic imperative for internal
audit

= |dentify the benefits that improved technology usage can bring to
your department and define priorities

= Establish a small team to review your options, make
recommendations and define an implementation plan

= (Change your auditing world!!
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Thank you!

Matthew Sullivan

General Manager

TeamMate Asia Pacific
matt.sullivan@wolterskluwer.com
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